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Contact Details

Full name of legal entity: Bioprojet UK Limited

Title: Data Privacy Manager

Email address: info@bioprojet.uk

Postal address: Bioprojet UK Limited, Unit B Stanley Court, Glenmore Business Park, Telford Road, Salisbury,
Wiltshire, SP2 7GH, United Kingdom

Bioprojet UK Limited is the controller and responsible for your Personal Data unless otherwise stated

(collectively referred to as “we”, “us” or “our” in this Privacy Policy). This privacy policy sets out how we
collect, use and protect any information that you give us when you use our websites or services.

We comply with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, the EU
General Data Protection Regulation (EU GDPR) (for individuals in Ireland), and the Privacy and Electronic
Communications Regulations (PECR).

We are committed to ensuring that your privacy is protected. Should we ask you to provide certain
information by which you can be identified when using our platforms or services, you can be assured that it
will only be used in accordance with this Privacy Policy.

Please read this Privacy Policy carefully, if you do not agree with the terms, please discontinue the use of our
services and platforms. We may change this policy from time to time, changes will be reflected in the relevant
webpages.

The data we collect

We may collect the following information:

e Identity Data: name, job title, place of work

e Contact Data: business contact information including email address, telephone number, workplace or
delivery address

e  Financial Data: bank account details

e Technical Data: IP address, browser type and version, time zone setting and location, browser plug-in
types and versions, operating system and platform

e Usage Data: website or platform usage data including time spent, pages visited etc

e  Marketing and Communications Data: preferences regarding contact and receiving marketing from us

If you fail to provide Personal Data

Where we need to collect Personal Data by law, or under the terms of a contract we have with you and you fail
to provide that data when requested, we may not be able to fulfil the contract. In such cases, we may have to
cancel the services, however we will notify you if this is the case at the time.

How is your Personal Data collected?
We use different methods to collect data from and about you including via:

e Direct interactions via in-person discussions, telephone calls, virtual meetings, conferences, email or
otherwise give us your identity by filling in forms or by corresponding with us by post, phone, email or
otherwise.
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e Digital technologies or interactions from interactions with our website or other digital platforms such
as technical data and any identity or contact information you submit when requesting services or
registering for events

e Entrance into a services contract or agreement with us

e  Work with us in a business relationship such as a consultant, supplier or other third party

e Third parties or publicly available sources

Lawful basis for processing Personal Data

We will only user your personal data if we have legitimate interest to process it or we have a lawful basis to do
so Most of the personal data we process is provided to us directly by you for the purpose of providing you with
our services. Most commonly, we will use your personal data in the following circumstances:

e Where you have consented before processing

e Where it is necessary for our Legitimate Interests (or those of a third party) and your interests and
fundamental rights do not override those interests

e Under a performance of contract i.e. where it is necessary for the performance of a contract to which
you are a party or to take steps at your request before entering into such a contract.

e  Where we need to comply with a legal or regulatory obligation

e  Where there is a substantial public interest in processing information, for the purposes of detecting
and preventing crime.

How we use your Personal Data

We have set our lawful basis for processing of personal data, and we will use your personal data in the
following circumstances:

e To provide and deliver our products and services

e Todeal with an enquiry submitted by you in relation to our products or services

e To notify you about safety warnings or withdrawals of medicinal products

e To manage our relationship and communicate with you

e To comply with legal or regulatory obligations, in particular within areas of pharmacovigilance of
medicinal products and drug safety

e To complete Transfer of Value (TOV) declaration of payments in accordance with the Association of
the British Pharmaceutical Industry (ABPI)

e To process payments in accordance with any contractual engagements

e To maintain internal records

Marketing
We strive to provide you with choices regarding certain personal data uses, particularly around marketing and
advertising. We will only directly send you promotional product information if you have consented to receive

this type of information.

We may contact you in relation to any similar products or services we have previously supplied. Otherwise, we
would rely on consent as a legal basis for processing in relation to sending direct marketing communications to
customers via email.

Opting-Out

If you have given your consent to receive marketing information you can withdraw this at any time by emailing
us at info@bioprojet.uk or via the unsubscribe link at the bottom any direct marketing email from us.
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Where you opt out of receiving marketing communications, this will not apply to personal data provided to us
processed under another legal basis relevant to other product purchase, engagement with products or
services, contracts etc.

Disclosures of your personal data
We may have to share your personal data with the parties set out below for the purposes outlined above

Internal Third Parties. Other companies in our group acting as joint controllers or processors and that provide
IT and system administration services and undertake reporting.

External Third Parties. Including service providers acting as processors or hosts who provide IT and system
administration services and service agents for support and delivery companies for the transportation of
products.

Professional advisers acting as processors or joint controllers including solicitors, barristers, bankers, auditors
and insurers based in the United Kingdom or EEA who provide consultancy, banking, legal, insurance and
accounting services.

HM Revenue & Customs, regulators and other authorities acting as processors or joint controllers based in the
United Kingdom who require reporting of processing activities in certain circumstances.

Government Agencies for example for fraud or illegal activities.

In the interest of transparency and in accordance with the ABPI Code of Practice, we disclose publicly any
information relating to Transfer of Value to healthcare professionals or healthcare organisations in original
form (donations, grants, sponsorships, payments).

Third parties to whom we may choose to sell, transfer, or merge parts or all of our business or our assets.
Alternatively, we may seek to acquire other businesses or merge with them. If a change happens to our
business, then the new owners may use your personal data in the same way as set out in this Privacy Policy.

We require all third parties to respect the security of your personal data and to treat it in accordance with the
law. We do not allow our third-party service providers to use your personal data for their own purposes and
only permit them to process your personal data for specified purposes and in accordance with our instructions.

Security

We are committed to ensuring that your information is secure. In order to prevent unauthorised access or
disclosure, we have put in place suitable physical, electronic and managerial procedures to safeguard and
secure the information we collect online.

Cookies

Cookies are small text files placed on your device that help us improve your browsing experience, understand
website performance, and deliver relevant content.

Types of Cookies We Use:
e  Strictly Necessary Cookies — required for website functionality
e Performance Cookies — collect information about site usage

e  Functionality Cookies — remember your preferences
e Targeting Cookies
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Cookie Consent & Management

You can choose to accept or decline cookies. Most web browsers automatically accept cookies, but you can
modify your browser setting to decline cookies if you prefer. This may prevent you from taking full advantage
of the website however.

We use traffic log cookies to identify which pages are being used. This helps us analyse data about web page
traffic and improve our website in order to tailor it to customer needs. We only use this information for
statistical analysis purposes and then the data is removed from the system.

Overall, cookies help us provide you with a better website, by enabling us to monitor which pages you find
useful and which you do not. A cookie in no way gives us access to your computer or any information about
you, other than the data you choose to share with us.

Third Party Links & Cookies

Our website may include links to third-party websites or applications. Clicking on those links or enabling those
connections may allow third parties to collect or share data about you. We do not control these third-party
websites and are not responsible for their privacy statements or policies. When you leave our website, we
encourage you to read the privacy policy of every website you visit.

Data retention

We will only retain your personal data for as long as necessary to fulfil the purposes we collected it for,
including for the purposes of satisfying any legal, accounting, or reporting requirements.

To determine the appropriate retention period for personal data, we consider the amount, nature, and
sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of your
personal data, the purposes for which we process your personal data and whether we can achieve those
purposes through other means, and the applicable legal requirements.

By law we have to keep basic information about our customers (including Contact, Identity, Financial and
Transaction Data) for six (6) years after they cease being customers for tax purposes.

In some circumstances, you can ask us to delete your data: see “Request erasure of your personal data”, below
for further information.

In some circumstances, we may anonymise your personal data (so that it can no longer be associated with you)
for research or statistical purposes in which case we may use this information indefinitely without further
notice to you.

International transfers

We will only transfer your personal data to countries that have been deemed to provide an adequate level of
protection for personal data by the European Commission. For further details, see European Commission:
Adequacy of the protection of personal data in non-EU countries.

Please contact us if you want further information on the specific mechanism used by us when transferring your
personal data out of the EEA.

Your legal rights

Under certain circumstances, you have rights under data protection laws in relation to your personal data as
listed below:
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e Request access to your personal data (commonly known as a “data subject access request”). This
enables you to receive a copy of the personal data we hold about you and to check that we are
lawfully processing it.

e Request correction of the personal data that we hold about you. This enables you to have any
incomplete or inaccurate data we hold about you corrected, though we may need to verify the
accuracy of the new data you provide to us.

e Request erasure of your personal data. This enables you to ask us to delete or remove personal data
where there is no good reason for us continuing to process it.

e Object to processing of your personal data where we are relying on a Legitimate Interest (or those of
a third party) and there is something about your situation which makes you want to object to
processing on this ground as you feel it impacts on your fundamental rights and freedom:s.

e Request restriction of processing of your personal data. This enables you to ask us to suspend the
processing of your personal data in the following scenarios: (a) if you want us to establish the data’s
accuracy; (b) where our use of the data is unlawful but you do not want us to erase it; (c) where you
need us to hold the data even if we no longer require it as you need it to establish, exercise or defend
legal claims; or (d) you have objected to our use of your data but we need to verify whether we have
overriding legitimate grounds to use it.

e Request the transfer of your personal data to you or to a third party. We will provide to you, or a
third party you have chosen, your personal data in a structured, commonly used, machine-readable
format. Note that this right only applies to automated information which you initially provided
consent for us to use or where we used the information to perform a contract with you.

e  Withdraw consent at any time where we are relying on consent to process your personal data.
However, this will not affect the lawfulness of any processing carried out before you withdraw your
consent. If you withdraw your consent, we may not be able to provide certain services to you. We will
advise you if this is the case at the time you withdraw your consent.

Please email us on gdpr@bioprojet.uk if you wish to exercise any of these rights.
No fee usually required

You will not have to pay a fee to access your personal data (or to exercise any of the other rights). However,
we may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive. Alternatively, we
may refuse to comply with your request in these circumstances.

What we may need from you

We may need to request specific information from you to help us confirm your identity and ensure your right
to access your personal data (or to exercise any of your other rights). This is a security measure to ensure that
personal data is not disclosed to any person who has no right to receive it. We may also contact you to ask you
for further information in relation to your request to speed up our response.

Time limit to respond

We try to respond to all legitimate requests within thirty (30) calendar days from the date of receipt of your
request. Occasionally it may take us longer, if your request is particularly complex or you have made a number
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of requests. In this case, we will notify you and keep you updated. Where you are sending us a request via post
rather than email we recommend you send it via recorded delivery to guarantee safe delivery.

ICO, UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018
We adhere to the following principles:
e access to your information is restricted to our relevant trained staff only;

e where any hard copies are created, the hard copies of your information and confidential documents
are kept securely under lock and key.

We have registered with the ICO (registration number: ZA422195) and adhere to the following principles:

e All our relevant employees have received training in how to handle your information. This includes
ensuring they are aware of the importance of handling your information safely and securely, and
understanding the procedures in place to ensure this happens.

e  We will periodically evaluate our database and securely delete any contacts no longer engaged or any
information no longer needed by us.

e We have measures in place to keep your information we hold safe and secure.

e All personal information is transferred by secure email to secure servers on site to which access is
only granted to key personnel. Where your information is downloaded to be updated, and as a
backup to the cloud, it is only stored on personal drives, only accessible via individual log in.

Third parties

Save to the extent expressly set out herein, this Privacy Policy and is not intended to nor shall it create any
rights, entitlements, claims or benefits enforceable by any person that is not a party hereto. Accordingly, save
to the extent expressly set out in this Privacy Policy, no person shall derive any benefit or have any right
entitlement or claim in relation to this agreement by virtue of the Contract (Rights of Third Parties) 1999.

Jurisdiction

This Privacy Policy shall be governed by and construed in accordance with the laws of England. The parties
irrevocably agree that the English Courts shall have exclusive jurisdiction to settle any dispute arising out of or
in connection with this Privacy Policy.

Further information

If you wish to learn more information or have a question about your Personal Data or cookies please email us
on gdpr@bioprojet.uk with the title of your question in the email subject.
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